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Introduction

Rationale

Administrators, counsellors and teachers in a high proportion of
Vancouver schools report that they are responding on a weekly basis to
bullying situations which have either originated on or been exacerbated
by electronic communications among students. Frequently the online
bullying spills into in-person conflict between youth at schools and/or in
the community. In several cases, students have appeared at other schools
expecting a fight or responding to threats.

School staff and Vancouver Police Department School Liaison Officers
have intervened in a multitude of cases with varying degrees of
knowledge, confidence and effectiveness. Most report that the situations
are very complex and difficult to unravel by the time they come to the
attention of adults. In addition, many of our students are ill-equipped to
respond appropriately to potentially dangerous online communication.

Much of students’ online activity and communication originates from

the students’ homes. It is therefore crucial to involve parents in both
prevention and intervention. Many parents lack even basic knowledge of
technology and have no idea what their children/teens do online. A large
proportion of Vancouver’s parent population is non-English speaking and
due to cultural and language barriers these parents may not feel able to
monitor or intervene in their children’s online activities.
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Also, data from the 2007 Simon Fraser University study conducted in
Vancouver schools give us concrete examples and information which help
shape effective policy and responses to cyberbullying.

Overview: Using this Guide

This guide provides school administrators with guidelines for handling
Cyberbullying situations, Internet use contracts, sample letters, and parent
handouts in multiple languages. It provides teachers with activities to
assist them with communicating with parents and students about this very
important issue.

The guide is divided into five sections.

/55 Vancouver School Board

Cyberbullying: How bullying manifests

itself online

* This first section defines and describes the phenomenon of online
bullying and provides research data from five Vancouver schools.

Responding to Cyberbullying Incidents

» This section outlines 6 basic steps for responding to Cyberbullying
incidents, should it occur at your school. It also includes some
guidance for schools with regard to legal considerations.

Step I:Identifying problem

Step 2: Meeting individually with students involved
Step 3: Gathering information and evidence of incident
Step 4: Informing parents/guardians

Step 5: Consequences for student(s)

Step 6: Follow-up school activities

Communicating About Internet Safety with

Parents

* This section includes an Internet Use contract, parent handouts
and newsbytes for a school newsletter in multiple languages to
help you communicate with parents about Internet safety

Communicating About Cyberbullying with

Parents

* This section consists of a sample letter informing parents about an
online bullying incident their child may have been involved with, an
Internet Safety checklist for parents and a handout for parents on
responding to cyberbullying.

Resources

* Included in this section are fictional books and links to helpful
websites that may assist teachers in talking to their students about
Internet aggression and safety. Also included in this section is
general information about Internet Safety and Cyberbullying and
information for administrators, counsellors, teachers, and parents.
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Cyberbullying:
How Bullying Manifests Itself on the
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“Cyber-bullying is a huge problem
in our society. Nobody should be

bullied in this world, or else many

people can end up depressed and they
can eventually commit suicide. This

situation is important to deal with. It

is completely wrong.”

(Female age 14, Simon Fraser
University Study, 2007)

DID YOU KNOW?
Cyberbullying may cross the

line into criminal behaviour

when harassment or threats are

involved.

Section 264 of the Criminal
code makes it an offence to
harass someone, causing them
to reasonably fear for their
safety or the safety of anyone
known to them.

Section 264.1 (1) of the
Criminal code provides that
a person commits an offence
when, in any manner, the
person knowingly utters,
conveys or causes another
person to receive a threat to
“cause death or bodily harm”

or to damage property.
- V8B Responding to

Cyberbullying: A Guide for
School Communities, p. 23
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Internet
How Bullying Manifests Itself on the Internet

Bullying is no longer an issue exclusive to the playground.
With the rise of communication technologies comes an
increase in the methods youth may use for bullying others.
More and more schools have reported incidents of bullying
that have originated or have been exacerbated online. Now,
children can be targets of bullying simply by carrying a cell
phone or logging on to the Internet. Belsey (2005) coined
the term Cyberbullying to refer to the use of information
and communication technologies such as e-mail, cell phone
and pager text messages, instant messaging, defamatory
personal Web sites, and online personal polling Web sites,
to support deliberate, repeated, and hostile behaviour by an
individual or group, that is intended to harm others.

Cyberbullying includes:

- Sending mean or threatening emails or text
messages

- Creating websites designed to ridicule others

- Spreading rumours through emails, text messaging,
or websites to embarass or exclude others

- Posting nasty messages on FaceBook honesty box

- posting degrading videos on YouTube

- Creating polling websites on students or teachers
(rate your teacher, ugliest student), etc.

- Sending unsolicited sexual pictures or jokes about a
friend or teacher

- Excluding a friend or other student from the friend’s
list (Simon Fraser University study, 2007)

Cyberbullying:The Changing Face of Bullying

Online, anyone can be a bully or a victim.

Physical size or strength is no longer required to
bully or intimidate others. With a few swift clicks of
a button, even the smallest or weakest child can
anonymously post an embarrassing or degrading
picture or video of the largest and strongest student
in school.

The Internet provides children and teens who may
not feel comfortable spreading rumours and
gossiping face to face, due to social norms and
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“You can’t get bullying to stop. I
have never been bullied in my
entire life until a girl I knew
who didn’t like me started to
[eyberbully]. Now I don’t want
to come to school at all. Half of
my friends think she is cool so
we aren’t really friends anymore.
Because of this one person my
life is really bad. 1 feel bad
about myself. People that have
never been bullied are like ‘they
are nerds, its not so bad” but
what do they know. Words hurt,
but you can’t stop them cither.
The friends that are on my side,
are true friends. Now I know
who I really should think of as
friends. Bullies would never
change, they were born mean
and will die mean. But these
would be a better world if we

didn’t have bullies.”

(Female, age 12, Simon Fraser
University Study, 2007)
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personality differences (i.e., shyness), with the
anonymity to do so online.
Bullying is easier online.

Research on online activities has found that children feel
more comfortable communicating online and would say
things they would not normally say offline (Valkenburg,
Schouten & Peter 2005).

Because the Internet offers a sense of protection from
cultural norms and watchful eyes of adults, it is likely that
children and adolescents will feel even more comfortable
expressing hostility or mean behaviour online.

Cyberbullying can happen anywhere, at any time.

In the past, youth could find safety from bullies at home.
With personal computers, the bully is present in the
victim’s own home. In fact, for many students the bullying
begins at home and continues at school, while for others,
the cyberbullying at home may be a continuation of
something that happened on school grounds. Often victims
may come to school the next day upset over something
that happened online the night before.

The number of observers or contributors is
unlimited.

Cyberbullying material and images can be globally
distributed...
- Shute, 2005

The Internet is a pervasive entity. With a click of a button,
information can be distributed globally. The same is true
when it comes to bullying online. Rather than a classroom
of peers witnessing a bullying incident, thousands of people
around the world can reinforce bullying behaviour by
simply clicking a button and voting for the “ugliest, fattest,
most unpopular kid”

The majority of Internet use among children and
youth is unsupervised.

Most youth have more technology skills than their parents
do. Parents are often unaware of what their children are
doing online or don’t know how to find out.Youth use
their own language online — netspeak, acronyms, emoticons,
that can make it difficult for adults to understand dialogue
exchanges. Moreover, on the playground or in the classroom,
individuals may refrain from participating or reinforcing
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bullying behaviour because they do not want to be caught. Online,
however, being caught is much more difficult.

Vancouver Research

2007 Simon Fraser University Cyber-bullying Study

3 elementary, 2 secondary Vancouver schools

365 participants

Dr.Wanda Cassidy, Dr. Margaret Jackson and Karen Brown

Internet Home Use

* Among the 363 survey participants (n=365) who answered this
question, 355 students report that they use the Internet at home,
with 64.1 percent claiming they access the Internet at least once a
day,

Internet Usage Between Genders
* Boys and girls equally use the Internet daily

Receipt of Electronic Messages

* 40% of girls and boys have occasionally or often received angry,
rude or vulgar messages from another student over Internet or
email.

* Forty students report they are frightened from electronic
messages they have received. Fourteen of these students attest
to the messages’ intent to threaten life or safety, 25 corroborate
that the language threatened their reputation, 19 agree that the
messages affected their ability to concentrate on schoolwork,
20 claim such discourse affected their ability to make friends at
school, 21 confirm the cyber-bullying made them want to bully
back, and 14 reveal these electronic communications induced
suicidal thoughts.

Origins of Cyber-bullying

* The majority of cyber-bullying does NOT take place through text
messaging.

* Over one-half (53%) of participants claim that cyber-bullying is
most likely to occur in chat-rooms.

* Thirty-six percent maintain that such behaviour is more prevalent
in email communications.

Which students are more likely to be victimized

* Students are more inclined to be cyber-bullied because of specific
attributes such as special needs, academic abilities, un-popularity,
physical appearance, physical and mental disabilities, unfashionable
clothing, and ethnicity

/55 Vancouver School Board 12 Responding to Cyberbullying:
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Students who Cyber-bully

On average over 25% of students aged 12 to 14 years report they
have cyber-bullied others online, with fewer students aged | |
(16.7%) and 15 (18.8%) reporting such online behaviour.

29.4% of girls versus 21.4% of boys report occasionally or often
engaging in cyber-bullying others.

For students who do report engaging in any type of cyber-
bullying, 14% say they did not like the person; |3% report they
cyber-bullied an individual because she/he upset them; 10% claim
they were cyber-bullied first, so it was acceptable to bully back;
9% reveal since their friends had bullied others online, so it was
acceptable behaviour;and 7% state they did it because it was fun.
Approximately 64% of participants claim that cyber-bullying is
more likely to start at school and then continue at home by the
same students as opposed to the 32 percent who contend that
online bullying begins at home and then continues at school.

Cyber-bullying and Reporting Practices

When students report that cyber-bullying starts at school, they
may interpret this question as to what venue prompted the cyber-
bully to take action or engage in atypical behaviours.

About one-half of the respondents reveal that if they were victims
of cyber-bullying, they would not report the incident to the
principal, teacher or school counselor. The reasons for this is as
follows:

- it is their problem and not the school’s mandate (28.7%);

- the school staff could not stop the bullying anyway (27.4%);

- they could get their friends in trouble (25.5%);

- their parents would restrict their access to the Internet (24%),
and

- other students would label them as “informers” or “rats” (20%).
MOST IMPORTANT: A revealing fact is 30.4% of those
participants who would not report incidents to school personnel
are reticent about entrusting school officials with such problems
due to fear of retribution from the cyber-bully.

Students’ Suggestions to School Officials as solutions to
Cyber-bullying

Participants chose the following three best solutions for stopping or
preventing cyber-bullying.

Set up an anonymous phone line where students can report on
cyber-bullying.

Set up a program to teach students about cyber-bullying and its
effects.
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*  Work on creating positive self-esteem in students.
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Responding
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to Cyberbullying

Preventing Cyberbullying at Your School:
A Checklist

L] Is your school working to ensure that respectful behaviour and communication are
the norm inside and outside of the classroom?

L] Do you have a school Internet agreement on acceptable computer and Internet
use? (See School Internet Safety Agreement page 26; translations page 39)

L] Can your school Code of Conduct be applied to students’ online behaviour?

|:| Are the schools’ expectations regarding students’ Internet use communicated to
8 g
parents, students, and staff?

L] Do you provide information about Internet Safety and Cyberbullying to parents?
(See Communicating with Parents About Internet Safety, page 25, translations page 39)

L] Do teachers have guidelines/resources for talking to students about Cyberbullying?
(See Resources, page 97)

L] Have you had open discussions with students about what they think are effective
solutions to cyberbullying?

L] Do you have a plan for responding effectively to Internet bullying? (See Responding
to Cyberbullying, page 17, Communicating with Parents about Cyberbullying Incidents, page
33; translations page 39)

L] Do you have a plan in place, known to students and parents, for addressing
cyberbullying in your school?

/55 Vancouver School Board 16 Responding to Cyberbullying:
A Guide for School Communities



RESPONDING TO CYBERBULLYING: FLOWCHART FOR SCHOOLS

Administrator informs

Administrator meets
individually with | @ 2.
students involved

Incident
Identified

|
1
y

Administrator begins to
gather information and
collects evidence in
verbal or written form

The Administrator may
involve the school or
grade level counsellor
throughout the response
process.

©

parent(s) or guardian(s) of
all students involved

Parent(s) and

or guardian(s)
provided guidelines

for home use

Provide information to
classroom teacher(s)

,/53 Vancouver School Board

School or grade level
counsellor provides
immediate support for
victim, as needed.

Follow up School Activities

Consequences
4_ » for the
student
AS NEEDED Deny access at the
Consult Police school Liaison school for a period
Officer (SLO) of time
District Staff -- LIT
Work with parents
in regard to access
SLO may meet athome
with parents and/or
students to inform of
legal ramifications
Reminder of contract
that the student and
parents signed prior to
renewing access
Document incident
and write letter to
parents. Place a copy in
Student’s file.
17

'

Provide ongoing
support for the
victim

'

Class meetings
with teacher and
counsellor

OPTIONAL
PAC meeting to address
Cyberbullying

Responding to Cyberbullying:
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“Cyber bullying is because
some people hear rumors
from other people and bully
them. Once they realize
what they have done they
feel sorry, but not some
enough to stop. And if
they have enough friends
to fight back they do but if
they don’t theyll just take
it all in and try to ignore
it. The reason why no one
tells anymore, if they have
been a victim or have seen
cyber bullying is because if
the bully was ever to find
out they would be in more
trouble and anyone who
tried to be friends with
them would be bullied to!”
(Female aged 13, Simon
Fraser University Study,
2007)
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Responding to Cyberbullying:
Suggested Steps

Online bullying is a complex and relatively new problem;
as such, a clear method of responding to these types of
incidents has not yet been well established. One thing is
clear, however: Cyberbullying, though online, is still a form
of bullying, and must be addressed at both the home and
school level.

What follows are step by step guidelines for responding to
Internet bullying incidents, including letters and handouts
that can be distributed to parents and students.

Step I:ldentifying the Problem

Cyberbullying incidents are difficult to identify because this
type of bullying is not directly observable. Unless school
personnel or parents look over the shoulders’ of children
and read what is on their computer or cell phone screens,
they may not even know an incident has occurred. In
addition, many students refrain from telling adults about
cyberbullying incidents because they feel the school or
parents/guardians cannot stop cyberbullying. They are
afraid their computer privileges will be taken away or

the cyberbully may find out the victim has reported the
incident to school officials and may retaliate against the
victim as a result.

Although Internet bullying occurs online, it is not
uncommon for it to escalate and exacerbate itself at
school and look more like traditional bullying. Therefore,
when investigating a situation of physical or relational
bullying at school, it is advisable to ask whether this is
also occurring online. Another possible indicator of
online bullying is students’ preoccupation with checking
or sending messages on their cell phones or going on the
Internet in groups.

There are times where, after an online bullying situation
has developed into something quite severe, a student or
parent might come forward. By the time this happens,
however, much damage has already been done; therefore,
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“Every school conflict

between students that
[ have dealt with this

school year involved the

Internet”

- Vancouver School
Principal, 2006

CONSIDER THIS . ..

Other district protocols,

procedures and policies may

also be applicable when

responding to Cyberbullying:

Multiculturalism and
Anti-Racism Policy
Ciritical Incident
Response

LGBTTQ Policy
Suicide Policy
Threat Assessment

Protocol

/55 Vancouver School Board

it is important that school personnel, students, and parents
are well informed about this form of bullying.

Possible indicators of cyberbullying:

Verbal aggression: making threats, name calling
Social aggression: gossiping, rumour spreading,
excluding

Preoccupation with technology: frequently checking
cell phone, groups of students hanging around one
computer

Physical aggression, such as kicking, shoving,
punching may be a result

Things to remember:
Students are often reluctant to report an incident to
school officials and/or parents/guardians because:

They are afraid adults will not understand;

They think it is their problem and not the school’s
mandate;

the school staff could not stop the bullying anyway;
they could get their friends in trouble (Simon
Fraser University study, 2007);

they fear retaliation from the student(s) doing the
cyberbullying.

In addition, the Cyberbullying may not be an isolated
incident, but part of a chain of events and/or
interactions between and among students.

Step 2: Meeting individually with students
involved

Getting to the root of a bullying situation is very difficult.;
for Cyberbullying situations can be even more challenging.
Oftentimes, the bullying situation appears superficial to the
educator and/or parent/guardian, but to the youth involved
it is considered very serious.The school or grade level
counsellor should be informed of the situation and able to
provide support to the victimized student, as needed.

Some important things to keep in mind:

- The Administrator and/or Counsellor must look
for the reasons that started the cyberbullying
in the first place by meeting with students
individually to hear each side of the story. In
some cases, it might not be the best solution to
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bring students together.

- It may be difficult to discern who the bully is
and who the victim is as oftentimes students
respond aggressively as a form of retaliation
to a previous incident. Educators must look at
each case individually and decide upon the best
method to deal with the issues.

Step 3: Gathering more Information and
Evidence

When it comes to online aggression it is imperative that,
in addition to talking with the students, any emails, textual
conversations, websites, etc. be collected and reviewed so
, that the root of the problem can be accurately determined.
Adulss think they know the Where this involves searching or seizing a student’s person
solution, when they dont. They or belongings (e.g. cellphone or backpack), seek legal
should listen more to us than advice. Seek to determine the reasons for the bullying by
dialoguing with students.
Please note: it is important to assume that the information

that has been brought to the table is not the first
that.” (Female, age 12, Simon interchange.

Fraser University Study, 2007)

to themselves. Cyber-bullying

is wrong, not enough people get

“Who is involved?”

“What happened?”

“How did this start?”

“Why do you think this happened?”

“What have you tried to stop the online bullying?”
“Who else knows about the situation or has seen the
messages and/or webpages?”

Step 4: Informing Parents/Guardians

Because most online bullying occurs at home, it is critical
to contact the parents of the students involved to inform
them about the incidents and discuss the next steps.

A number of different ways can be employed to inform
parents of the school’s plan for intervening with the
students involved in the bullying situation, depending on
the severity of the incident.

For cases that are less severe, parents can be informed
of the school’s plan by phone or by sending a letter
home with the students. In addition, it is important to
communicate the critical role parents play in intervening
and stopping the online bullying. Information for how
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parents can keep their children safe at home should be included
with the letter (A sample letter is provided on page 36 and
handouts can be found starting on page 39). For students who
were victimized, suggest ways the students can be supported

at home. For cases that are more severe and problematic, it is
important that educators meet with parents/guardians in person
to work together in resolving the problems.

Consult Police School Liaison Officer (as needed)
“[ think that the idea of Involve the Police School Liaison Officer (SLO) to inquire about
legal ramifications. in cases that involve threats, extortion or other
possible illegal activities. In such cases, include the SLO in the
meeting with parents.

anonymous phone hot-
lines is a really good idea

because kids can speak Inform District Staff Learning & Information Technology

eely without worryin
Jreely I If a student has been abusing a website, district staff will contact

that someone would know the Internet provider.

their identity. Maybe

you could have an email Step 5: Consequences for Student(s)

account that is for people I. Deny online access at school for a period of time.
who got cyber-bullied. 2. Work with parents with regard to Internet use at
Of course, I think that it home.

3. Prior to renewing online access at school, remind
the parents and student of the Internet Safety
Agreement they signed.

so the victims would know 4. Help the student who was bullying to think of a way to

that there are people who address the incident and obtain help.

5. Document the incident and place a copy in the
student’s file.

would be a great idea if
you guys would reply back

care for victims like them.

Having a chat room for

people who got bullied Caution: Be sure to deal with the root causes of the bullying.
online would be great too. Determine whether the “cyberbully” was a victim retaliating

Victims could express to against someone who bullied or cyberbullied him/her first?

other victims and share Step 6: Follow-up School Activities -- Support,
their thoughts.” (Female, Consequences and Intervention for Students
age 12, Simon Fraser involved in online bullying

University Study, 2007) )
|. Provide support for the student(s) who was/were

bullied.

2. Hold a class meeting to discuss and remind
students of proper behaviour on the Internet.

3. The school counsellor may meet with the students
involved in the incident to verify that the bullying
situation has stopped and that the bullied student
feels supported.
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Even th$3BH8)-

may not be getting
physically hurt, a lot
of people are getting
hurt emotionally (says
another student).
Sometimes when
theyre hurt physically,
their scars will heal.
But when you're hurt
emotionally, that could
stay with you for the
rest of your life and
you may be going to
need help for the rest
of your life and it may

not ever heal.”

- elementary school
student, CBC News:
The National, Oct. 10,
2002
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Support for the Bullied Student

Acknowledge incident and assure student they did the right
thing in telling an adult

Reassure student that they do not deserve to be bullied
Ensure student has support at home

Encourage student to tell an adult if something like this
happens again

Consequences for the Student who was Bullying

Deny access at school for a period of time

Work with parents in regard to access at home

Prior to renewing access at school, remind student and
parents of Internet use agreement

Help bullying student to think of better ways to resolve
problems

Intervening with Observers and Contributors

Always seek to get at the root of the problem/cyberbullying,
not necessarily the event itself.

Remind observers that even clicking on a button or visiting a
website that is mean to others is a form of bullying

Remind students to tell an adult if they notice any mean
behaviour or content on the Internet

Help students think about things they can do to stop bullying
Maintain an open dialogue with students to seek their input
and solutions

Prevention and Early Intervention with All
Students

Provide opportunities for students to discuss

cyberbullying — its effects and possible solutions.

Provide an “open-door” for students to talk to school staff
Be protective and deal with issues of relational aggression
beforehand

Create an open, caring school environment where each
participant (student, staff) seek to build a more responsive,
respectful environment

Work on creating positive self-esteem in students

22 Responding to Cyberbullying:
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Cyberbullying — Legal Considerations

The use of the internet and other rapidly evolving technologies to bully or harass can directly
impact upon a school environment. How schools should or can respond to “cyberbullying”
raises questions that have yet to be clearly answered by the courts or the law.While the law in
this area continues to develop, the following legal considerations can provide some guidance to
school authorities.

Common Law Standard of Care

Courts have long recognized that school authorities have a legal duty of care to students under
their supervision. The Supreme Court of Canada has described the standard of care owed

by school authorities as that of a careful or prudent parent (Myers v. Peel County Board of
Education). In meeting this standard, school authorities must take reasonable steps to ensure the
learning environment is safe and orderly.

The School Act

Student conduct that is contrary to board policies or school rules may require a disciplinary
response. Under the School Act, boards of education have the authority to make rules regarding
student conduct and to discipline students who refuse to comply with the rules. In fact, boards
of education are now required by statute to adopt a district Code of Conduct for their students
that accords with provincial standards to be established by the Minister of Education.That Code
may properly reference cyberbullying and internet abuse.

In addition, pursuant to the School Regulation, the principal is responsible for “administering
and supervising the school” and in accordance with board policies is to “exercise paramount
authority within the school in matters concerning the discipline of students.” The duties of
school teachers are also set out in the Regulations to the School Act.Teachers are responsible
for ensuring that students comply with all rules and policies established by the board of
education.

Misconduct Off School Property

The School Act does not expressly stipulate that the authority to discipline students extends to
misconduct off school property (such as e-mail messages sent from a student’s home computer
to another student’s home computer). However, boards of education will have this authority by
necessary implication where the conduct has a sufficient connection to or impact on the school
environment. Boards and principals must be in a position to discipline students for conduct

that interferes with the general welfare of students at school or the learning atmosphere of the
school.

Criminal Considerations

In addition to attracting school disciplinary responses, cyberbullying may also attract criminal
sanctions. Section 264 of the Criminal Code makes it an offence to harass someone, causing
them to reasonably fear for their safety or the safety of anyone known to them. Harassing
conduct includes repeatedly communicating with the other person or anyone known to them.
Section 264.1 (1) of the Criminal Code provides that a person commits an offence when, in any
manner, the person knowingly utters, conveys or causes another person to receive a threat to
“cause death or bodily harm” or to damage property.
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Human Rights Considerations

Boards of education have an obligation to maintain a discrimination-free learning environment.
Student bullying that takes the form of harassment on a ground prohibited by the BC Human
Rights Code may result in a human rights complaint. Presently, the prohibited grounds include:
race, colour, ancestry, place of origin, religion, marital status, family status, physical or mental
disability, sex or sexual orientation of a person or class of persons.

Even if a student is not in fact homosexual and is not perceived as homosexual by other
students, bullying (including cyberbullying) that targets that student using homophobic language
can constitute discrimination based on sexual orientation (Jubran v.S$.D.44 North Vancouver).

Defamation

Where a person’s reputation has been defamed through content posted on the Internet,

an individual may have a claim for defamation. For instance, in a 2006 British Columbia case
(Newman v. Halstead) a group of teachers brought a successful defamation claim against

a parent who operated a website, that among other allegations, described “least wanted
educators” and “bully educators”. In that case the court awarded the defamed individuals over
$600,000 in damages. In a 2007 Ontario case (Ottawa-Carleton District School Board v. Scharf),
a judge awarded damages for defamation to a principal and a superintendent of instruction in
respect of an Internet posting by a parent and a student’s advocate. In that case, the parent and
the advocate posted a “News Release” that included statements that the principal was “under
investigation for criminal conduct” and the student’s placement was unsafe.The court held the
statements were false and defamatory and awarded $15,000 in damages to each plaintiff.

DID YOU KNOW?

Effective October 2007, the standards in the Provincial Standards for Codes of Conduct
Order state that codes of conduct must address unacceptable conduct that has a negative
impact on the school environment.

As codes are developed and reviewed, it is expected that they will specifically address
behaviour that intimidates or exposes students or staff to physical harm. ridicule, hatred,

or contempt. This type of conduct can have a significant negative impact on the school
environment, even if the incidents begin outside the school building and grounds or school
day. For example, postings to internet sites that encourage contempt for students or staff
based on their sexual orientation, religion, or race can have a significant impact on the
victims and the whole community.

There is a growing concern about conduct called colloquially “cyber-bullying” that has had
a profound negative impact not only on students’ ability to learn in school but also the
schools status as a caring and orderly learning working environment.

Students, staff and parents should know that school officials have a responsibility to advise
other parties of serious breeches in codes of conduct.

Developing and Reviewing Codes of Conduct: A Companion.
BC Ministry of Education
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Communicating with Parents About
Internet Safety:

Contracts, Letters, and Handouts
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School Internet Safety Agreement

Please review the following Rights and Responsibilities for your child’s participation in
learning activities using the Internet. Take some time to discuss these with your child.

These Rights and Responsibilities are based on the Vancouver School Board’s Guidelines for
Online Learning:

Rights:
Student users have the right to be safe on-line.
Student users have the right to access information that is free from hate propaganda, sexist,
homophobic, racist, pornographic or obscene content.
Student users have the right to access selected educational network resources.

Responsibilities:
- When accessing on-line information all users will maintain the behavior outlined in our

School’s Code of Conduct (insert/attach your own Code of Conduct).
Safe Behavior: Students will not reveal or post personal information (last name, address, phone
number, pictures, passwords or school name) on the Internet.
Respect for others: Students will be polite and use appropriate language. Students will refrain
from making comments that could offend others.
Responsible Participation: Students will refrain from accessing resources not selected or
approved by their teachers. Students will exit any inappropriate resources accidentally accessed.
Students will inform a teacher if inappropriate resources are accidentally accessed.
Work cooperatively. Students will work with peers and staff to create a positive environment to
enhance learning.
Students will not use chat rooms, Instant Messaging, hot mail or other anonymous server
programs unless directed by their teacher.

The use of the Internet at school is a privilege, not a right. Students who do not use the
nternet responsibly risk losing Internet privileges at school.

The Provincial Learning Network (PLN) and Vancouver School Board (VSB) have taken precautions
to protect our staff and students and schools by restricting access to controversial and inappropriate
materials. The schools and teachers are also teaching students about responsible and appropriate
behaviour when on the Internet.

As the Internet is an open and constantly changing environment the potential dangers always remain

and PLN orVSB cannot guarantee that the access will be free from all controversial or inappropriate
materials. The VSB will do their best to provide a safe and secure online learning environment for
Vancouver Schools and their students.

Please return to your child’s teacher as soon as possible

| have reviewed the school’s Internet Safety Agreement and understand that my child will be

using the Internet for his/her learning:

Signature of Parent_or Guardian

Signature of Child
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Our Family’s Internet Safety Plan

I.  What are some general changes | will make as a parent re: my child’s/teen’s Internet use!?

2. When using MSN messaging (Instant Messaging), | expect my child/teen to:

What | need to do:

3. When building a website or profile about themselves on a social networking site (such as
Facebook, MySpace, etc.), | expect my child/teen to:

What | need to do:

4. When using email, | expect my children to:

What | need to do:

5. When my child/teen surfs the web, | expect that he/she will:

What | need to do:

6. If I am concerned about my child’s Internet use, | will:

7. If my child tells me about something concerning that is happening online, | will:
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Internet News-bytes

The following are brief news-bytes that you might want to include in a
school newsletter.

/55 Vancouver School Board

Websites are great places for gaining current information
and learning about the world. Be sure your child is not
visiting websites that contain sexual content, violence, or
that promote hatred. Create family rules about Internet
use and make sure you know what kind of information your
kids are looking at.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca

These days, children are able to exercise their creativity
by making beautiful web pages about themselves and their
interests. To keep your child safe from online predators,
ensure that they are not posting personal information that
can lead strangers to contacting them. Talk to your kids
about what they are posting.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca

Email is an amazing tool for communicating with friends
and family and for exchanging information for school
projects. To keep your child safe from strangers and
Internet viruses, make sure they do not respond to or open
emails from people they do not know.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca

Just like the phone, Instant Messaging (or MSN) is very
popular for communicating with friends and discussing
homework and school projects. Just as you would make
sure you knew who your child was going out with; make sure
you know who your child is talking to on the Internet by
reviewing their buddy list with them.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca
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Painful rumours, humiliating photos, stinging gossip and
other putdowns are causing a lot of emotional stress for
teens - especially because so many of them are visiting
and posting things on sites such as MySpace.com. What
can kids and their parents do? Here are tips from

BeSafeOnline.org:

* Children should always tell their parents if they are
being bullied or have been upset

* Save all examples of bullying by saving or printing
email or MSN histories

* If an email or message if particularly disturbing or
breaks the law, call the police.

* Check on your school’s anti-bullying policy and
whether it addresses bullying via computers and cell
phones.

* If no policy has been developed, encourage staff to
look at this issue, if necessary with support from the
PAC and school board.

25% of Canadian children and teens have had mean,
hateful, and threatening things said to them over the
Internet or on their cell phone. Ask your child if they are
one of them.

Visit http://www.wiredsafety.org/parent.html

The majority of children report that they are at home,
but not supervised when using the net. Help keep your
children safe by monitoring their online activities and
keeping the computer in a public area of your home.

Visit http://www.wiredsafety.org/parent.html
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YouTube is a public website that is excellent for sharing
video clips of fun times with friends and family. These
video clips can be easily created through cell phone or
digital cameras. Be aware of what your child is putting
(““posting’’) on YouTube to make sure they are not posting
anything violent, too personal or private, or hurtful to
others. Ask your children about what they are watching
and posting on YouTube.

Cell phones can help you to know where your child is and
to make sure they are safe when they are not at home.
Not only can your child use the phone for making phone
calls to others, but they can also use it to send short text
messages (kind of like a little note) to others. Sometimes
messages sent or received can be mean or hurtful. Keep
your child safe by talking to them about who is text
messaging them and what kind of messages they are
sending out.

The Internet and other modern technologies are amazing
tools for our work, school, and general communication
with others. Unfortunately, some children are using

the Internet to send mean, hurtful, embarrassing, and
threatening messages, pictures, and videos about others.
Just as this behaviour is inappropriate and potentially
illegal in person, it is also inappropriate and potentially
illegal online.Talk to your children about how you
expect them to behave online and ask them to tell you
or another trusted adult if they are receiving mean or
threatening messages over the Internet.
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Communicating with Parents About
Cyberbullying Incidents: Letters and
Handouts
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This is an example letter for parents and can be placed in a student’s file in follow-up to a Cyberbullying
incident. Administrators may wish to attach the “Family Internet Safety Agreement (for Elementary
students OR for High School students), and/or any of the other parent handouts in this guide.

School Letterhead

Date

Ms. Jane Doe

107 Cyber Lane

Vancouver, BC.,

VONV3Z

Dear Ms. Doe,

Re: Susan Doe — Date of Birth Nov. 16, 1993

Thank you for coming to see me on October 15,2008

As you know, Susie was involved in an incident using inappropriate language and writing rude
comments about another student while on the Internet. She sent these comments to other
students in our school. This incident was reported to me by the victim’s parents.

In September all students and their parents received a copy of our school’s Internet Safety
Agreement. The students agreed to refrain from using language that would offend others.
Respect is in our school’s Code of Conduct and Susie is aware that the language she used was

most disrespectful.

As a consequence for her actions, the school will be denying your daughter access to the
Internet for a period of time (School to decide time frame).

| trust that the time Susie has spent in the office reflecting on her behaviour will have helped her
to understand that all students have the right to feel safe while using the Internet.

If you have any questions or concerns, | may be reached at 604-7 | 3-

Yours respectfully,

cc. Student’s File
Area Counsellor

Police Liaison Officer (if appropriate)
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Family Internet Safety Agreement for Elementary
School Age Children

L1 1. My child and | have agreed on the types of websites he/she is allowed to visit

[1 2. My child and | have agreed to the amount of time he/she can spend on the
Internet each day for non-school purposes.

When my child is on the Internet, he/she agrees to:

a) Always treat others with respect and not send hurtful or mean messages to
another person

b) Always check with me/us or another trusted adult before sending anyone his/
her picture or anything that is personal.

¢) Never share personal information (e.g. passwords, family name, address and
telephone number, school name, friends’ names) online without first checking
with me/us or another trusted adult.

d) Not answer messages that make him/her feel uncomfortable, and to tell me/us
or another trusted adult right away.

My child in Div. and our
family have:

L]  discussed the information in this Safety Agreement

[l  made a family agreement about Internet use at home and at school

Signature of Parent/Guardian

Signature of Child

Date
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Family Internet Safety Agreement for High School Age
Students and their Parents.

In order to ensure responsible Internet use and safety at home, it is important for both teens
and parents to discuss and come to an agreement upon what is safe and unsafe Internet use.

Below are some guiding discussion questions to help open the doors of communication
between parent and child when it comes to safe and responsible Internet use.

I. Teens: explain to your parents some of the things you do online (i.e. chat on MSN? Play
games!? Visit and update social network profiles, such as Facebook, MySpace, etc.? VWebsites
you visit? Email? Etc.)

2. Teens: explain to your parents why these venues might be important to you, what these
venues involve and what they look like. For example, MSN is important because.... Playing
games is important because ....

3. Parents: explain/discuss some of the things that concern you about the Internet (in general
or specific to your child(ren)).

4. Parents: Discuss with your teens how some of these concerns can be addressed. You may
want to discuss/negotiate and come to an agreement upon:

a. Time Spent Online: what an appropriate amount of time might be to spend doing “non-
school” activities online.

b. Where they are going: what types of sites are appropriate to go to visit.

c. What they are posting: what types of pictures, video clips, comments, and personal
information, are appropriate to post.

d. Who they are “hanging out with”: the people you are chatting with on MSN, playing
games with, emailing, who you have accepted as “friends” on your social networking (i.e.
Facebook, MySpace, Nexopia, etc.) profile.

e. Privacy Settings: how strict/how high your Privacy settings should be set on Social
Networking (i.e. Face Facebook, MySpace, Nexopia, etc.) profile.

5. Parents & Teens: Discuss/negotiate the consequences that will follow if the agreements
you have made with each other have been broken.

My child in grade and | have

[] discussed the information on this notice
L1 made a family agreement about Internet use at home and at school

Signature of Parent/
Guardian

Signature of Teen

Date:
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Responding to Cyberbullying:Tips for Parents

If you find out that your child is participating in victimizing someone over the
Internet:

Take it seriously, and take action:

* If possible, print out any communication that occurred

* Find out who else was involved

* Let the school know (in all likelihood some or all of the children involved attend your child’s
school)

* Give a consequence (i.e. remove online access for a period of time).

* Talk to your child and help him/her understand what is wrong with the behaviour:

= His/her actions may have caused serious harm to another person. Ask:

* “How would you feel if this ended up on the front page of the newspaper?”
* “What if everyone did this?”

* “How does doing this make you feel inside?”

* “How do you think it makes the other person feel?”

If your child is being victimized on the Internet

* Support and reassure your child that they have done the right thing in telling you.
*  Use the “Block”,“Ignore”, or “Ban” feature on Instant Messaging and email

* Print out the messages or defaming websites

* Contact the sender’s Internet Service Provider

* Inform the school

* Inform the police if necessary

/55 Vancouver School Board 37 Responding to Cyberbullying:
A Guide for School Communities



/55 Vancouver School Board 38 Responding to Cyberbullying:
A Guide for School Communities



Translations of Parent Handouts
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School Internet Safety Agreement

School Internet Safety Agreement

Please review the following Rights and Responsibilities for your child’s participation in
learning activities using the Internet. Take some time to discuss these with your child.

These Rights and Responsibilities are based on the Vancouver School Board’s Guidelines for
Online Learning:

Rights:
Student users have the right to be safe on-line.
Student users have the right to access information that is free from hate propaganda, sexist,
homophobic, racist, pornographic or obscene content.
Student users have the right to access selected educational network resources.

Responsibilities:
* When accessing on-line information all users will maintain the behavior outlined in our

School’s Code of Conduct (insert/attach your own Code of Conduct).
Safe Behavior: Students will not reveal or post personal information (last name, address, phone
number; pictures, passwords or school name) on the Internet.
Respect for others: Students will be polite and use appropriate language. Students will refrain
from making comments that could offend others.
Responsible Participation: Students will refrain from accessing resources not selected or
approved by their teachers. Students will exit any inappropriate resources accidentally accessed.
Students will inform a teacher if inappropriate resources are accidentally accessed.
Work cooperatively. Students will work with peers and staff to create a positive environment to
enhance learning.
Students will not use chat rooms, Instant Messaging, hot mail or other anonymous server
programs unless directed by their teacher.

The use of the Internet at school is a privilege, not a right. Students who do not use the
Internet responsibly risk losing Internet privileges at school.

The Provincial Learning Network (PLN) and Vancouver School Board (VSB) have taken precautions
to protect our staff and students and schools by restricting access to controversial and inappropriate
materials. The schools and teachers are also teaching students about responsible and appropriate
behaviour when on the Internet.

As the Internet is an open and constantly changing environment the potential dangers always remain
and PLN or VSB cannot guarantee that the access will be free from all controversial or inappropriate
materials. The VSB will do their best to provide a safe and secure online learning environment for
Vancouver Schools and their students.

Please return to your child’s teacher as soon as possible

| have reviewed the school’s Internet Safety Agreement and understand that my child will be
using the Internet for his/her learning.

Signature of Parent or Guardian

Signature of Child

Date:
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Spanish

Acuerdo de seguridad para el uso del Internet en la escuela

Sirvase revisar los siguientes Privilegios y Responsabilidades para la participacion de su nifio en las
actividades de aprendizaje utilizando el Internet. Discuta a fondo sobre ellos con su nifio. Estos
Privilegios y Responsabilidades se han basado en las Pautas para el Aprendizaje del Consejo Escolar de
Vancouver:

Privilegios:
: Los estudiantes usuarios tienen el derecho a sentirse seguros en linea.
Los estudiantes usuarios tienen el derecho al acceso a informacion libre de propaganda de odio,
sexista, homofoba, racista, pornografica o con contenido obsceno.
Los estudiantes usuarios tienen el derecho a acceder en la red a recursos pedagdgicos
seleccionados.

Responsabilidades:

. Todos los usuarios cuando estén en linea mantendran la conducta resumida en el Cédigo de
Conducta de la Escuela (insertar/anexar su propio Cédigo de Conducta).
Conducta segura: Los estudiantes no revelaran ni anunciaran en el Internet su informacion
personal (apellido, direccion, nimero de teléfono, fotos, contrasefias o nombre de la escuela).
Respeto hacia otros: Los estudiantes seran educados y usaran lenguaje apropiado. Los
estudiantes se abstendran de hacer comentarios que ofendan a otros.
Participacion responsable: Los estudiantes se abstendran de acceder los recursos que no han
sido seleccionados o aprobados por sus maestros. Los estudiantes saldran de cualquier recurso
inapropiado al cual se haya accedido de manera accidental. Los estudiantes informaran a un
maestro si se ha accedido de manera accidental a un recurso inapropiado.
Trabajar cooperativamente: Los estudiantes trabajaran con sus companieros y el personal para
crear un ambiente positivo para el enriquecimiento del aprendizaje.
Los estudiantes no usaran las salas de charla (chatrooms), Mensajeria Instantanea, hotmail ni
otros programas con servidores anénimos a menos que haya sido indicado por el maestro.

Los estudiantes que no se adhieran a estas reglas corren el riesgo de perder sus privilegios de
Internet en la escuela.

La Red de Aprendizaje Provincial (PLN) y el Consejo Escolar de Vancouver (VSB) han tomado las precauciones para
proteger a sus escuelas al limitar el acceso a materiales controvertidos e inapropiados. Las escuelas y los maestros
también estan hablando con los estudiantes sobre el comportamiento apropiado y responsable cuando usan el
Internet. Ya que el Internet es un medio abierto y de cambio constante, todavia permanecen los posibles peligros;
por ello, ni PLN ni VSB pueden garantizar que el acceso estara libre de todo material controvertido o inapropiado. El
VSB hara lo mejor que pueda para proporcionar a las Escuelas de Vancouver y a sus estudiantes un medio
pedagogico a salvo y seguro.

Sirvase devolver al maestro de su nifio a la mas pronta brevedad
Yo he revisado el Acuerdo de seguridad para el uso del Internet y entiendo que mi nifio estara usando el
Internet para su aprendizaje.

Firma del Padre/Tutor
Firma del Nifio
Fecha:
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Vietnamese

Théa thuin vé An toan trén mang Internet tai Trudng

Xin duyét qua vin ban Dac quyén va Trach nhiém cta viéc tham gia céc sinh hoat hoc tap ding
Internet cua con em qui vi. Xin qui vi bo chut thoi gio trao doi cac diém nay vdi con em. Nhitng Pac
quyén va Trach nhiém nay dya trén Cac Chi dao ctia S& Hoc chanh Vancouver vé Hoc tap:

Pic quyen
Nguoi su dung 1a hoc sinh co quyen dugc an toan trén mang.
Nguoi st dung 1a hoc sinh c6 quyén truy cap nhitng thong tin khong cé ndi dung tuyén
truyén cho tht han, ky thi giéi tinh, tinh duc, chung toc, hinh anh dam 6 hay bén thiu.
Ngudi sir dung 14 hoc sinh ¢6 quyén truy cap cac ngudn mang gido duc chon loc.

Trach nhiém:

: Khi vao mang, tat ca cac ngudi s dung s& phai theo dung Noi quy Nha truong chiing toi
(xin dinh kem Ban Ngi Quy).
Hanh vi An toan: Hoc sinh s& khong tiét 16 hay dang cac thong tin ca nhan (ho, dia chi, s6
dién thoai, hinh anh, mat sé hay tén truong) 1én mang Internet.
Tén trong nguoi khac: Hoc sinh s& giir 18 phép va dung ngon ngir dung dén. Hoc sinh phai
giit gin tranh dua ra cac nhan xét xac pham dén nguoi khéc.
Tham gia mdt cach c¢6 Trach nhiém: Hoc sinh s& tyr ché khong truy cép cac ngudn khong
dugc cac gido vién chon loc hay chap thuan. Hoc sinh s& ra khoi cac ngudn khong tich hop
khi tinh ¢d truy cdp. Hoc sinh s& thong bao cho cac gido vién khi tinh cd truy cp cac nguon
khong thich hop.
Tinh thin cong téc: Hoc sinh s€ hop tac voi ban hoc va nhan vién truong dé tao ra mot mdi
truong tich cuc dé hoc tap tot.
Hoc sinh s& khong str dung céc phong trd chuyén (chatrooms), Nhén tin Tte khic (Instant
Messaging), hotmail va nhitng chuong trinh may chu (server) vo danh tru phi duoc gido vién
huéng dan.

Nhitng hoc sinh khong tudn giit cdc qui dinh ké trén sé cé thé bi tuwdc dic quyén ding Internet 6
truong.

Mang ludi Hoc tép Tinh bang (Provincial Learning Network, goi tat la PLN) va S6 Hoc chanh Vancouver
(VSB) da ap dung cac bién phap ngin ngira dé bao vé cac trudng ctia S& bang cach han ché truy cap cac
tai liéu gy tranh ci hay khong thich hop. Céc trudong va gido vién ciing dang trao ddi véi hoc sinh vé cac
hanh vi thich hop va co trach nhi¢m khi st dung Internet. Vi Internet thi 1a mgt moi trudng mé va thay
dbi lién tuc, lic nao & day ciing co cac mbi nguy hiém; vi thé PLN va VSB khong thé bao dam rang viéc
truy cép s€ hoan toan khong co cac tai liu gay tranh cai hay khong thich hop. S& Hoc chanh Vancouver
s& c¢b ging hét stre dé cung cép cho cac truong & Vancouver va hoc sinh cac trudng mot méi trudng hoc
tdp an toan va an ninh.

Xin hoan lai cho gido vién ciia con em qui vi cang s6m cang tot
To6i da xem lai Thoa thuan vé An toan trén mang Internet cia trudng va biet rang con toi s€ st dung
Internet vao viéc hoc tap.

Chir ky cua Phu huynh/Giam ho
Chir ky cua Hoc sinh
Ngay:

Vietnamese
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Student’s Safety Online:

Introductory Guide for Parents

Students’ Safety Online: An Introductory Guide for Parents

What Kids Do Online

Benefits

Risks

Safety Strategies

1. Visit Websites

A website is a page or collection of
pages that have text, pictures, and
often, sound and video. Many have
links for downloading games, music and
software.

There are an estimated 200 million to
800 million websites on the Internet.

Easy Access to:

® educational & cultural resources

® current information from
anywhere in the world
games, music and online
magazines (e-zines)

Easy access to sites that:

have sexually explicit pictures, videos
& text including pornography

promote sexism, racism, hatred,
drugs, cults, illegal and dangerous
activities

allow access to violent games

Create family rules about Internet
use.

Talk to kids about the kinds of
sites they can visit.

Supervise and monitor computer
use.

Limit child’s time online.

Use filtering & blocking software
(but don’t rely on it entirely).

2. Use Social Networking Sites

Many children and teens have created
their own profile on social networking
sites to help stay connected with friends
and to post information about
themselves

« Gives children/teens the ability
to stay connected with friends

e Provides the opportunity to
share pictures, videos, and
thoughts

Strangers can locate and contact
children/teens who have personal
information on their sites.

Children and teens can post highly
personal information, pictures and
videos that can be seen by anyone.

Children and teens can more easily
make threats and post
mean/embarrassing messages,
pictures, and videos of others.

Know what your child/teen is
posting on their site.

Children/teens must be care of
what they post and who they
accept as “friends”

Children/teens must never post
anything mean or threatening
about another person.

3. Send & Receive E-mail

Electronic mail (e-mail) allows people to
write to one another online. E-mails are
received within minutes of being sent.

® Can keep in contact with friends
& family, even when they are far
away.

Child sex offenders are online trying
to make contact with children &
teens.

Real physical danger if a stranger
persuades a child to give out
personal information or to meet in
person.

Sending and receiving mean, hurtful
or threatening messages.

Know who your child/teen e-
mails.

Know all your child’s/teens e-mail
addresses and passwords.
Children/teens must not answer
e-mails from strangers.
Children/teens must not give out
personal information online.
Children/teens must tell you if
they receive something that
makes them feel uncomfortable.

What Kids Do Online

Benefits

Risks

Safety Strategies

4. Use Instant Messaging

Instant messaging (IM), such as MSN, is
a popular way for children and teens to
write back and forth to their friends
(‘chat’) in real time over the Internet.
They create contact lists of friends to
chat with and can block people they
don't know or don't want to communicate
with.

e Communicating with groups of
friends.

Keeping in touch with friends
and family who are faraway.

e Discussing homework and
school projects.

Talking with strangers. Some
children/teens have large contact
lists that include many people they
have not met face to face.

Sending or receiving messages that
are mean, frightening or hurtful. Kids
feel freer to say things online that
they would never say face-to-face.

Completing a “personal profile” for
their IM. This is available to anyone
on the Internet.

Review your child’s/ teen’s
contact list with them. They
should know everyone who is on
it.

Children/teens must never fill
out a personal profile online

5. Visit Chat Rooms

Places on the Internet to have live, real-
time written conversations with many
people at the same time. Most often,
people in chat rooms are strangers to
one another. Everyone in a chat room
can see what everyone else writes. A
person can choose to be anonymous.

Although chat rooms can be places

to meet people with similar interests,

there are more risks than benefits
for children. Teens should use only
monitored teen chat rooms.

Talking to and sharing information
with strangers.

Many children and teens visit “adult
only” chat rooms.

Exposure to graphic sexual
language.

Child sex offenders go into kids’ chat
rooms posing as children or teens.

Revealing personal or private
information that enables someone to
contact them by phone or in person.

Don't allow children to visit chat
rooms.

Keep Internet out of
child’s/teen’s bedroom.

Teens must use only monitored
teen chatrooms

Teens must not disclose
personal information.

Teens must stay in the public
area of the chat room.

6. Play Online Games

Allow players to play games in real-time
with people all over the world. Many
games have players create their own
personalized gaming character including
physical and personality characteristics.
Depending on the game, people could
be playing with people they know offline,
or with people they have met online.

e Communicate and collaborate
with others to meet a particular
goal in the game.

Can help people to feel more
connected with others.

Talking and sharing information with
strangers.

Can increase chances of Internet
Addiction.

Mean and threatening things can be
said.

Exposure to graphic sexual or
violent content.

Limit time spent playing games.

Know what games child/teen is
playing and if they are
appropriate.

Keep computer in a public area
of the home.

Adapted from Internet 101, Be Web Aware Site. Media Awareness Network, 2006.
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Our Family’s Internet Safety Plan

Our Family’s Internet Safety Plan

. What are some general changes | will make as a parent re: my child’s/teen’s Internet use?

2. When using MSN messaging (Instant Messaging), | expect my child/teen to:

What | need to do:

3. When building a website or profile about themselves on a social networking site (such as
Facebook, MySpace, etc.), | expect my child/teen to:

What | need to do:

4. When using email, | expect my children to:

What | need to do:

5. When my child/teen surfs the web, | expect that he/she will:

What | need to do:

6. If | am concerned about my child’s Internet use, | will:

7. If my child tells me about something concerning that is happening online, | will:
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Spanish

NUESTRO PLAN FAMILIAR PARA LA SEGURIDAD CON EL INTERNET

1. ¢ Qué cambios generales haré como padre con relacién al uso del Internet por mi nifio/adolescente?
2. Cuando mi nifio/adolescente esté utilizando la mensajeria MSN (mensajeria instantanea), yo espero que:
Qué debo hacer:

3. Cuando estén construyendo un sitio Web o perfiles sobre ellos mismos en una pagina sobre relaciones
sociales (como Facebook, MySpace, etc.), yo espero que mi nifio/adolescente:

Qué debo hacer:

4. Cuando esté utilizando el correo electrénico, yo espero que mis nifios:
Qué debo hacer:

5. Cuando mi nifio/adolescente navega por la Web, yo espero que él/ella:

Qué debo hacer:

6. Si estoy preocupado por el uso de Internet de mi nifio, debo:
7. Si mi nifio me dice algo relacionado con lo que ocurre en Internet, debo:
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Viethnamese

KE HOACH AN TOAN TREN MANG INTERNET
CUA GIA PiNH CHUNG TOI

1. Mét vai thay déi chung vé viéc str dung mang Internet ma téi véi vai trd 1& mét phu huynh sé thwc hién la:

2. Khi diing nhén tin MSN messaging (nhan tin tirc khic), ti mudn con em toi sé:

Viéc t6i can phai lam 1a:

3. Khi con em t6i 1ap mét trang mang hodéc gidi thiéu vé ban than ching trén moét mang xa giao (chang han nhw
Facebook, MySpace, v.v...), t6i muon chung sé:

Viéc t6i can phai lam la:

4. Khi dung thw dién tc (e-mail), ti muén con toi sé:

Viéc toi can phai lam la:

5. Khi con em t6i lwdt cac trang mang, t6i mudn 1a ching sé:

Viéc t6i can phai lam la:

6. Néu t6i quan ngai v& viéc st dung Internet clia con em tdi, toi sé:
7. Néu con em téi cho téi biét vé didu gi dang quan ngai trén mang, toi sé:
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Internet News-bytes

Internet News-bytes

The following are brief news-bytes that you might want to include in a
school newsletter.

Websites are great places for gaining current information
and learning about the world. Be sure your child is not
visiting websites that contain sexual content, violence, or
that promote hatred. Create family rules about Internet
use and make sure you know what kind of information your
kids are looking at.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca

These days, children are able to exercise their creativity

by making beautiful web pages about themselves and their
interests. To keep your child safe from online predators,
ensure that they are not posting personal information that
can lead strangers to contacting them. Talk to your kids
about what they are posting.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca

Email is an amazing tool for communicating with friends
and family and for exchanging information for school
projects. To keep your child safe from strangers and
Internet viruses, make sure they do not respond to or open
emails from people they do not know.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca

Just like the phone, Instant Messaging (or MSN) is very
popular for communicating with friends and discussing
homework and school projects. Just as you would make
sure you knew who your child was going out with; make sure
you know who your child is talking to on the Internet by
reviewing their buddy list with them.

Visit http://www.wiredsafety.org/parent.html
or www.bewebaware.ca
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Punjabi
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Spanish

Noticias Breves sobre la Intimidacion por Internet

Los sitios de la Web son excelentes lugares para obtener informacién al dia y aprender
sobre el mundo. Asegurese de que su nifio no esta visitando sitios de la Web con
contenido sexual, violencia o que fomentan el odio. Tenga como objetivo crear reglas
de familia sobre el uso del Internet y asegurese de que sabe el tipo de informacién que
sus nifios estan viendo.

Visite http://www.wiredsafety.org/parent.html o www.bewebaware.ca

Hoy en dia, los nifios son capaces de hacer uso de su creatividad al poder disefiar
hermosas péaginas sobre ellos mismos y sus intereses. Para mantener a su nifio seguro de
los predadores en linea asegurese de que no estan incluyendo informacion personal
que pueda dar pie a que personas extrafias los contacten. Converse con sus nifios sobre
la informacién que incluyen.

Visite http://www.wiredsafety.org/parent.html o www.bewebaware.ca

El correo electronico es una increible herramienta para comunicarse con amigos y la
familia y para intercambiar informacién para los proyectos de la escuela. Para mantener
a su nifo fuera de peligro que lo contacte desconocidos o libre de los virus del Internet,
asegurese que no respondan o abran los correos electrénicos de personas que no
conocen.

Visite http://www.wiredsafety.org/parent.html o www.bewebaware.ca

Tal como con el teléfono, la Mensajeria Instantanea (o0 MSN) es muy popular para
comunicarse con los amigos y conversar sobre las tareas y los proyectos escolares. Asi
como usted se aseguraria de conocer con quién su sale su nifio, también asegurese de
saber con quién habla su nifio a través del Internet al revisar con €l su lista de los correos
de sus amigos.

Visite http://www.wiredsafety.org/parent.html o www.bewebaware.ca

Internet News-bytes - Spanish
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Los rumores dolorosos, las fotos humillantes, el chismorreo hiriente son la causa de una
enorme presion o estrés emocional en los adolescentes, especialmente porque muchos
de ellos visitan e ingresan cosas en sitios como MySpace.com.

. Qué pueden hacer los nifios y sus padres? A continuacién les presentamos
algunos consejos de BeSafeOnline.org:

. Los nifios deberian contarles siempre a sus padres si estan siendo intimidados o
se han sentido incomodos.

. Archive o guarde todos los ejemplos de intimidacion al guardar o imprimir el
correo electrénico o las historias MSN.

. Si un correo electronico o mensaje es especialmente perturbador o alarmante, o
viola la ley, llame a la policia.

. Revise la politica contra la intimidacion de su escuela y si trata sobre la
intimidacion o acoso a través de las computadoras (ordenadores) o teléfonos
celulares.

. Si no se ha desarrollado una politica, trate de persuadir al personal para que

considere este asunto junto con el apoyo de PAC y los consejos escolares.

25% de nifios y adolescentes canadienses han recibido a través el Internet o el teléfono
celular chismes llenos de maldad, odio e, inclusive, amenazantes. Preguntele a su nifio
si es uno de ellos.

Visite http://www.wiredsafety.org/parent.html

La mayoria de los nifios han informado que cuando usan el Internet estan en casa pero
sin supervisién. Ayude a mantener seguros a sus nifios al controlar sus actividades en
linea y manteniendo la computadora en un area publica de su hogar.

Visite http://www.wiredsafety.org/parent.html

Internet News-bytes - Spanish
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Adiciones de altimo minuto a la guia de respuestas
News-bytes continuacion...

YouTube es un sitio Web publico excelente para compartir videos de momentos
divertidos con amigos y familiares con otras personas. Estos videos se pueden crear con
facilidad usando camaras digitales o teléfonos celulares. Tenga conocimiento de lo que
su nifio pone para estar seguro de que no ponen nada violento, demasiado personal o
privado, o hiriente a otras personas. Pregunte a sus nifios sobre lo que miran y ponen en
YouTube.

Los teléfonos celulares le ayudan a saber donde esta su hijo y a asegurarse sobre su
seguridad cuando no estan en su casa. No solamente puede su nifio usar el teléfono para
hacer llamadas a otros, sino que también pueden usarlo para enviar breves mensajes de
texto (como una pequefia nota) a otros. Algunas veces, los mensajes enviados o recibidos
pueden ser hirientes o maliciosos. Proteja la seguridad de sus nifios conversando con
ellos sobre con quiénes intercambian mensajes de texto y qué clase de mensajes envian.

El Internet y otras tecnologias modernas son herramientas increibles para nosotros en
nuestro trabajo, escuela y comunicacion en general con otros. Algunos nifios usan
Internet para enviar mensajes, fotografias y videos maliciosos, hirientes, vergonzosos y
amenazantes sobre otros. Asi como es ilegal decir y enviar cosas maliciosas y
amenazantes fuera de Internet, también es ilegal hacerlo en Internet. Converse con sus
hijos sobre si envian o reciben cosas maliciosas 0 amenazantes por Internet.
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Vietnamese

Tin vin vé nhufq de doa trén mang

Mang tin la nhdng trang tin e rat t8t a& thu thap nht]ng tin hién dai va hoc hoi vé
tinh hmh thé 9161 Hay da@m bdo con em qui'vi khong nén a&n xem nhuAg ‘mang
tin ¢4 ndi dung vé tinh duc, bao hanh, hay pho blen nhdng sy thu ghet Hay de
tao ky luat v& viéc xd’dung mang dién toan va dam bdo 1a qui'vi biét & nhung
trang tin nao ma con em dang dung

Xem trang: http://www.wiredsafety.org/parent.html hay www bewebaware ca

Théi nay tre em cb thé thuc tap oc sang tao bang cdch @& ra nhdhg mang tin
tuyét dep vé sc’) thlch ca nhén cla chung pé gidcho tré an toan td nhdng ngdél
la tren mang, can dén tré khdng dudc dang I&n nhdRg tin tU¢ cd nhan a& ngLfél la
c6 thé theo d6 lién lac v&i chling. H&y ndi chuyén vbi con tré v& nhdng gi chiing
dang 1én mang tin.

Xem trang: http://www.wiredsafety. ora/parent.htm! hay www.bewebaware.ca

Dlen thu la céng cu tuyet diéu dé tién lac vdi ban bé, gia dinh, va aé trao adi tin
v& bai v8 dtrudng. BE g:u an toan cho tré td’ nhdng ngudi la mit, va nhufig v1
khufin vao mang, hay dam bao céc em dung tra 16i hay m& nhdng dién thd cla
ngubi gdi ma chiing khéng biét.

Xem trang: http://www.wiredsafety ora/parent.html hay www . bewebaware.ca
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Cung nhd dién thoai, chuyen tin cap t6c (hay MSN) trén mang rat phd thong ag
lién lac véi ban bé va thao luan vé bai tap tai nha hay dé bal tai trt]dng Cung
nhd qui‘vi mu&n biét con tr& di chdi véi ai, hay dam bdo qu1 vi biét ro con tré aang
ndi chuyén v3i ai trén mang bahg céch duyét lai danh sach ban b& vé&i con tré.

Xem trang: http://www.wiredsafety.org/parent.html hay www.bewebaware.ca

thng 16i dén tham thiét, nhung hinh dnh tréu choc, nhLIng 1i nhnéu chuyén nhdé
nh&i, va nhdng 1 ha nhuc thddng géy ra nhi€u cang thang tinh cdm, nhat 13 cho
cdc thanh thi€u nién — vi rat nhi€u em dén xem trén nhuig mang tin nhd
MySpace.com

Tr& em va cha me c6 th& lam duodc nhudfg gi? Sau @Ay 13 vai chi d&h t°
mang tin BeSafeOnline.org:

o Tré em nén ludn ludn cho cha me biét néu cic em bi ham doa hay bj tuc gian

o Gillaitit ca nhufg thi'du v& vrec de doa béng cach aé& danh, hay in lai nhung
dién thd, hay gid trong lich sd’MSN

« N&u dién thd hay m&u tin A d&c biét v& pha rGi hay pham luét, nén bdo ngay
cho canh sat

e Coilai ky luat tridng veé nhung sU de doa xem c6 bao gém vé& de doa dién
toan va dién thoai di dong

« Né&u khong co nhu’ng ky luat d6, khuy&n cdo nhan vién trdéng ki€m lai nhung
v&n e trén v&i sd ing hd clia Ban C& V&n Phy Huynh va S8 Gido Duc

| Khoang 25% tré em Canada va thanh thi€u nién nhan duéc nhufg tin dé tién, thi
h&n, va hdm doa chiing qua mang tin hay qua dién thoai di dong. Hay hdi tham
con em xem ching ¢d bi lién hé

Xem trang: http://www wiredsafety.org/parent.htm|
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Pa s& L,ac tré em cho biét khi xJ’ dung may dién toan tai nha thuéng khong bi
ki€m soét. Glup tré em an toan bang cdch theo doi sinh hoat clia chiing trén
mang va ag may dién toan &' chd dé€ th3y trong nha.

Xem trang: http://www.wiredsafety.org/parent.htmi

Nhirng Phin B Tuc Gio' Chét cho Tap Huéng Din Tra Loi
News-bytes (Tin tire ki thuat sd) tiép theo...

YouTube 1a mot website cong cong rat tt dé chia xé nhirng mau video vui véi ban bé va
gia dinh cho nhitng ngudi khac. Nhitng mau video nay c6 thé duoc quay dé dang bang
dién thoai di dong hodc may quay phim k¥ thuat s6. Hay dé y nhiing gi con quy vi dang
de chic chan 1a tré khong ddng nhimg gi bao dong, qua ca nhan hodc riéng tu, hodc gay
ton thuong dén nhitng ngudi khac. Hoi tré vé nhimg gi tré xem va dang trén YouTube.

Dién thoai di dong c6 thé gitip quy vi biét tré dang & dau va dé biét chic tré van an toan
khi khéng c6 mat ¢ nha. Tre¢ khong nhing c6 thé dung dién thoai dé goi cho nhimg nguoi
khac, va con co thé dung dién thoai dé nhan nhimg mau tin ngan bang chit (gidng nhu
méu ghi cha ngan) cho nhiing nguoi khac. D61 khi nhitng méu tin ngan gui va nhan nay
¢6 thé c6 nodi dung ac doc hodc gay t6n thuong. Hiy giit an toan cho tré bang cach noi
chuyén vai tré vé ai la ngudi gui tin cho tré va nhiing loai tin nao tré gui di.

Internet va cac k¥ thuat tan tién khac 1a cac phuong tién tuyét hao dé chung ta lam viéc,
hoc tép, va truyén thong v6i nhitng nguoi khac. Mot sb tré dung Internet dé gui tin, hinh
anh, va video c6 noi dung 4c doc, gay ton thuong, va giy b& mat vé nhitng nguoi khac.
Néi hodc giri nhitng thir c6 ndi dung ac doc va de doa 13 bat hop phap, du trén mang hay
khong trén mang. Hay n6i chuyén véi tré xem chung c6 giri hoac nhan dugce gi ¢6 ndi
dung 4c doc va de doa trén Internet hay khong
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Family Internet Safety Agreement for Elementary
School Age Children

O 1. My child and | have agreed on the types of websites he/she is allowed to visit

L0 2. My child and | have agreed to the amount of time he/she can spend on the
Internet each day for non-school purposes.

When my child is on the Internet, he/she agrees to:

a) Always treat others with respect and not send hurtful or mean messages to
another person

b) Always check with me/us or another trusted adult before sending anyone his/
her picture or anything that is personal.

¢) Never share personal information (e.g. passwords, family name, address and
telephone number, school name, friends’ names) online without first checking
with me/us or another trusted adult.

d) Not answer messages that make him/her feel uncomfortable, and to tell me/us
or another trusted adult right away.

My child in Div. and our
family have:

]  discussed the information in this Safety Agreement

L0 made a family agreement about Internet use at home and at school

Signature of Parent/Guardian

Signature of Child

Date
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Punjabi
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Spanish

Acuerdo familiar sobre la seguridad de Internet para niinos con
edades de la escuela primaria

] 1. Mi nifo y yo hemos llegado a un acuerdo sobre los tipos de paginas
Web que tiene permitido visitar.

L] 2. Mi niflo y yo hemos llegado a un acuerdo sobre la cantidad de
tiempo que él o ella puede pasar en Internet cada dia para propdsitos
gue no tengan que ver con la escuela.

Cuando mi nifio visita Internet, él o ella promete:

a) Tratar siempre a otros con respeto y no enviar mensajes maliciosos o
hirientes a otra persona.

b) Consultarme a mi o0 a nosotros o a alguna persona adulta de confianza
antes de enviar su fotografia o cualquier cosa de naturaleza personal a
otra persona.

¢) No compartir nunca informacion personal (por €j., contrasefas, apellido
de la familia, direccion y numero de teléfono, nombre de su escuela,
nombres de amigos) en Internet sin consultar primero conmigo o con
nosotros o con orto adulto de confianza.

d) No responder mensajes que le hagan sentirse incomodo/a y contarme a

mi 0 a nosotros o a otro adulto de confianza si los recibe.

Mi nifio en la Div. y
nuestra familia hemos:

] conversado sobre la informacién de este Acuerdo de Seguridad

] llegado a un acuerdo familiar sobre el uso de Internet en la casa y la
escuela

Firma del padre o tutor

Firma del nifio

Fecha:
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Viethamese

Théa Thuan cua Gia Dinh vé An Toan Trén Intrernet cho Hoc
Sinh Tieu Hoc

O 1. Con t6i va t6i da ddng y vé nhirng loai websites tré dwoc phép xem.

O 2. Con t6i va t6i da déng y vé thai gian tré dwoc vao Internet mdi ngay
cho cac muc dich khéng phai cua trudng.

Khi con t6i vao Internet, tré dong y:

a) Ludn luén tdn trong ngudi khac va khéng gl tin gay ton thwong hodc
cbng kich ngui khac.

b) Ludn lubn hoi t6i/ching t6i hodc mét ngwdi Ion khac dang tin cay tredc
khi gtri hinh anh cda tré hoac bat cr gi mang tinh cach ca nhan.

c) Khong bao gior tiét 16 chi tiét ca nhan (chang han nhw mat ma, ho, dia chi
va so dién thoai, tén trwdng, tén ban) trén mang néu chwa haéi téi/ching
téi hoac mét nguwoi Ién khac dang tin cay.

d) Khéng tra I&i nhirng tin nh&n nao lam tré kho chiu, va cho tai/chang toi

hodc mot ngudi Ion khac dang tin cay biét ngay.

Con toi trong Ban va gia
dinh chung t6i da:

O thdo luan chi tiét trong Théa Thuan vé An Toan nay

O thda thuan trong gia dinh vé viéc st dung Internet & nha va & trudong

Chir Ky cua Cha Me/Nguwoi Giam Ho

Chir Ky cua Tré

Ngay
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Family Internet Safety Agreement for High School
Students and their Parents

In order to ensure responsible Internet use and safety at home, it is important for both teens
and parents to discuss and come to an agreement upon what is safe and unsafe Internet use.

Below are some guiding discussion questions to help open the doors of communication
between parent and child when it comes to safe and responsible Internet use.

I. Teens: explain to your parents some of the things you do online (i.e. chat on MSN? Play
games! Visit and update social network profiles, such as Facebook, MySpace, etc.? Websites
you visit? Email? Etc.)

2. Teens: explain to your parents why these venues might be important to you, what these
venues involve and what they look like. For example, MSN is important because.... Playing
games is important because ....

3. Parents: explain/discuss some of the things that concern you about the Internet (in general
or specific to your child(ren)).

4. Parents: Discuss with your teens how some of these concerns can be addressed. You may
want to discuss/negotiate and come to an agreement upon:

a. Time Spent Online: what an appropriate amount of time might be to spend doing “non-
school” activities online.

b. Where they are going: what types of sites are appropriate to go to visit.

c. What they are posting: what types of pictures, video clips, comments, and personal
information, are appropriate to post.

d. Who they are “hanging out with”: the people you are chatting with on MSN, playing
games with, emailing, who you have accepted as “friends” on your social networking (i.e.
Facebook, MySpace, Nexopia, etc.) profile.

e. Privacy Settings: how strict/how high your Privacy settings should be set on Social
Networking (i.e. Face Facebook, MySpace, Nexopia, etc.) profile.

5. Parents & Teens: Discuss/negotiate the consequences that will follow if the agreements
you have made with each other have been broken.

My child in grade and | have

[0 discussed the information on this notice
[J made a family agreement about Internet use at home and at school

Signature of Parent/
Guardian

Signature of Teen

Date:
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Punjabi
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Spanish

Acuerdo familiar sobre la seguridad de Internet para estudiantes de la
escuela secundaria y sus padres.

Para poder asegurar un uso responsable de Internet y la seguridad en la casa, es importante que los
adolescentes y sus padres conversen y lleguen a un acuerdo sobre qué es seguro y qué es peligroso en el
uso de Internet.

A continuacion hay algunas preguntas para orientar la conversacion y ayudar a abrir las puertas de la
comunicacioén entre padres e hijos cuando se trata del uso seguro y responsable de Internet.

1. Adolescentes: expliquen a sus padres algunas de las cosas que hacen en Internet (por €j.,
¢ chatear en MSN? ¢ Participar en juegos? ¢ Visitar y actualizar perfiles en redes sociales, como
Facebook, MySpace, etc.? Paginas de Internet que visitan? Correo electronico? Etc.)

2. Adolescentes: expliquen a sus padres por qué estos lugares son importantes para ustedes, qué
incluyen estos lugares y qué aspecto tienen. Por ejemplo, MSN es importante porque.... Participar
en juegos es importante porque ....

3. Padres: expliquen/conversen sobre algunas de las cosas que les preocupan sobre Internet (en
general o especificas con respecto a sus hijos).

4. Padres: Expliquen a sus adolescentes como se pueden atender estas preocupaciones. Podrian
conversar/negociar y llegar a un acuerdo sobre:

a. Las horas que pasa en linea: cual seria la cantidad de tiempo apropiada para estar en
linea en actividades que no tengan que ver con la escuela.

b. Qué lugares visitan: qué tipos de paginas son apropiadas para visitar.

c. Qué ponen en Internet: Qué tipos de fotografias, video, comentarios e informacion
personal es apropiada para Internet.

d. ¢Con quiénes se encuentran: Las personas con las que chatean en MSN, participan en
juegos, intercambian correo electrénico, quiénes han aceptado como “amigos” en los
perfiles de redes sociales (por ej., Facebook, MySpace, Nexopia, etc.).

e. Programacion de la privacidad: Como son de estrictos/altos la programacion de
privacidad en el perfil de las redes sociales (por €j., Facebook, MySpace, Nexopia, etc.).

5. Padres y adolescentes: Conversen/negocien las consecuencias que ocurriran si no se cumple el
acuerdo que han logrado entre ustedes.

Mi hijo de grado, y yo hemos
| conversado sobre la informacion de esta nota
O llegado a un acuerdo familiar sobre el uso de Internet en la casa y la escuela

Firma del padre o tutor

Firma del adolescente

Fecha:
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Viethnamese

Théa Thuan cta Gia Dinh vé An Toan Trén Intrernet cho Hoc
Sinh Trung Hoc va Cha Me.

Dé'béo dam st dung Internet co trach nhiém va an toan & nha, diéu quan trong la ca cha me 1an
thiéu nién phai thao luan va thda thuan v&i nhau veé viéc st dung Internet thé nao la an toan va
khoéng an toan.

Dudi day 1a mét sb cau héi hwéng dan dé gitip cha me va con cé thé néi chuyén véi nhau vé viéc
st dung Internet an toan va co trach nhiém.

1. Thiéu nién: giai thich cho cha me vé mét viéc em lam trén mang (chang han nhw noi
chuyén tréq MSN? Choi trd choi? Xem va cap nhat phan gi¢i thiéu ban thén trén mang
xa giao, chang han nhw Facebook, MySpace, v.v...? Cac websites em dén xem? Email?
V.v...)

2. Thiéu nién: giai thich cho cha me tai sao nhirng ché nay lai quan trong d6i voi em,
nhirng cho d6 la gi va trong nhw thé nao. Thi du, MSN quan trong la vi.... Choi tro choi
quan trong la vi ....

3. Cha me: giai thich/thdo luan mot s6 diéu lam quy vi quan ngai vé Internet (néi chung
hoac cu thé vé tredng hop cla con quy vi).

4. Cha me: thao luan véi con thiéu nién clia quy vi vé cach gidi quyét mét sé quan ngai
nay. Quy vi co thé thdo luan/thwrong lrong va théa thuan vé:

a. Thoi Gian Lén Mang: bao 1au 13 thdi gian thich hop cé thé 1&n mang cho cac
sinh hoat “khdng phai cGia nha truong”.

b. Tré dén dau: nhivrng loai website nao thich hop dé& dén xem.

c. Tré dang nhirng gi: nhivng loai hinh anh, mé&u phim video, nhan xét, va chi tiét
c& nhan nao la thich hop dé dang.

d. Tré “choi” véi ai”: tré noi chuyén voi nhivng ngudi nao trén MSN, choi tro choi
véi ai, email cho em, ai dwg'c chdp nhan 1a “ban” trén mang xa giao (chang han
nhw phan gi&i thiéu ban than trén Facebook, MySpace, Nexopia, v.v...).

e. Caibat Riéng Tw: nén cai dat phan Riéng Tw chat ché/cao dén mlrc ndo trén
Mang Xa Giao (chdng han nhw phan gidi thiéu ban than trén Face Facebook,
MySpace, Nexopia, v.v...).

5. Cha Me & Thiéu Nién: Thao luan/thuong lugng vé cac hau qua phai ganh chiu néu vi
pham céac théa thuan da dong y véi nhau.

Con tdi cap 16p va toi da
O thao luan vé cac chi tiét trong théong bao nay
O 1ap thda thuan trong gia dinh vé viéc st dung Internet & nha va & truong

Chir Ky cta Cha Me/Nguwoi Giam HO

Chi Ky cda Thiéu Nién
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Responding to Cyberbullying:Tips for Parents

Responding to Cyberbullying:

Tips for Parents

If you find out that your child is participating in
victimizing someone over the Internet:

Take it seriously, and take action:

* If possible, print out any communication that occurred

* Find out who else was involved

* Let the school know (in all likelihood some or all of the
children involved attend your child’s school)

* Give a consequence (i.e. remove online access for a period of
time).

* Talk to your child and help him/her understand what is wrong
with the behaviour:

= His/her actions may have caused serious harm to
another person. Ask:

= “How would you feel if this ended up on the front
page of the newspaper?”

= “What if everyone did this?”

* “How does doing this make you feel inside?”

= “How do you think it makes the other person feel?”

If your child is being victimized on the Internet

* Support and reassure your child that they have done the right
thing in telling you.

* Use the “Block”,*“Ignore”, or “Ban” feature on Instant
Messaging and email

*  Print out the messages or defaming websites

* Contact the sender’s Internet Service Provider

* Inform the school

* Inform the police if necessary
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Korean
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Spanish
Consejos para los padres

Si usted se entera que su hijo esta participando en victimizar a alguien a través de
la Internet:

Tomelo en serio y tome medidas:

« Sipuede, imprima cualquier comunicaciéon que haya habido

« Averigiie quién mas participo

« Avise ala escuela (lo mas probable es que algunos o todos los ninos
involucrados van a la escuela de su hijo)

o Establezca alguna consecuencia (por ejemplo, retire el acceso a la Internet
por un tiempo).

« Hable con su hijo(a) y ayudele a entender qué tiene de malo su
comportamiento:

= Su proceder puede haber causado un dano serio a otra persona.
Preguntele:

“¢Como te sentirias si esto terminara saliendo en la primera
pdgina del periédico?”

“; Qué pasaria si todos hicieran esto?”

““2 Coémo te hace sentir por dentro el hacer esto?”

“2Cémo crees que esto le hace sentir a la otra persona?”

Si a su hijo lo estan victimizando por la Internet

« Apoye a su hijo y asegurele que ha hecho lo correcto al contarle a usted.

« Use la funcion “Block (Bloquear)”, “Ignore (Ignorar)” o “Ban (Suprimir)” en
el Mensaje Instantaneo y en el correo electronico del computador

+ Imprima los mensajes o sitios web denigrantes

« Contacte al servicio proveedor de Internet del remitente
« Informe a la escuela

« Si es necesario, informe a la policia
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Vietnamese

Céac Hwéong Dan cho Cha Me

Néu quy vi phat hién la con minh dang hiép dap ngwi khac trén Internet:

Dirng coi thwong trwdong hop nay, va nén cé hanh dong:

o Néu c6 thé dwore, in ra bat ctr thw tiv lién lac nao
« Tim hiéu xem c6 ai khac lién hé hay khong
e Cho nha trwong biét (c6 thé c6 mot s6 hoac tat ca tré lién hé déu di hoc clng
trwong véi con quy vi)
o Bat chju hau qua (chang han nhw khéng cho Ién mang trong mét thei gian nao dé).
« Néi chuyén vé&i con quy vi va gitp tré hiéu lam nhw thé 1a sai trai:
= Hanh dong cua tré c6 thé tac hai nghiém trong dén ngwoi khac.
Hay hoi:
“Con sé& cam thdy nhw thé nao néu bdo chi dwa chuyén nay Ién trang nhat?”
“Néu ngwoi nao ciing lam thé thi sao?”
“Lam nhw thé thi con thay trong long nhw thé nao?”
“Con nghi nguwoi kia sé cam thay nhw thé nao?”

Néu con quy vi la nan nhan trén Internet

e H6 tror va tran an con quy vi rang em noéi cho quy vi biét 1a dung.

« Dung dac diém “Block (Chin)”, “Ignore (L& Di)”, hodc “Ban (Cadm)” cua Instant
Messaging va email

« Inra nhirng thw tir tin nhan hodc cac websites phi bang

« Lién lac v&i Internet Service Provider (Hiang Cung Cap Dich Vu Internet) ctia ngwoi
gwri tin

e Thong bao cho nha trwéong

« Trinh bao cho canh sat néu can
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(Teachers may want to provide this contract to help students think about responsible Internet use)

My Internet Safety Plan

, will adhere to this

(Student’s Name)

Safety Plan in order to have fun and be safe on the Internet.

When | email or IM | will ...

When | create a profile on a social
networking site (eg. Facebook, MySpace etc)
[ will ...

When | am in a chatroom | will . ..

When | accidentally hit an inappropriate
website | will:

When | am playing online games | will . ..

When | see mean or nasty messages about
somebody at school | will ...

If somebody says mean or nasty things to me
[ will ...

If somebody | don’t know emails or messages
me | will ...

Date:
Student’s Signature:

Parent’s Signature:
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Resources for the Classroom

Fiction

Fredericks, Mariah. Head Games, Simon Pulse, NewYork 2004.
ISBN 9781416913351.

What happens when an online game gets serious?

Grade 7-9

Use: either individual or classroom use; for examining playing games
online with strangers.

Goldschmidt, Judy. The Secret Blog of Raisin Rodriguez, Razorbill
Paperbacks.

ISBN 1-59514-071-9.

Raisin Rodriguez has moved with her family to a new state. Luckily
she can vent to her best friends from home in her secret blog.
Grade 7-9

Use: individual or classroom.

Myracle, Lauren. TTYL, Amulet Books, 2004.

ISBN 9780 8109 59712.

Told entirely in Instant Messages, this smart, funny novel is about
humour, hangovers and heartaches in high school and the friendship
you get through it all.

Grade 7-9

Use: individual.

Myracle, Lauren. TTFN, Amulet Books, 2006.

ISBN 9780 8109 59712.

Myracle captures the banter and shorthand of Instant Messaging.
Teens will enjoy the novelty of its style. A sequel to TTYL
Grade 7-9

Use: individual.

Ruby, Laura. Good Girls, available fall of 2006.

ISBN 13 97800 608 8223.

A girl’'s photo has been taken while having sex with a boy. It is being
passed around via e-mail, even to her parents before she arrives home
from school.

Grade 8-10

Use: individual or classroom.
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Websites with Lesson Plans and Activities

www.cybersmartcurriculum.org/lesson plans/

http://www.cyberbullying.us/resources.php

http://www.bewebaware.ca/english/KidFriendlySearchEngines.aspx

Websites for Children and Teens:

http://www.wiredkids.org offers http://www.internetsuperheroes.org: a

fun site for kids that uses Marvel Comics characters to teach about the
potential dangers on the web.

YOUCAN is a Canadian youth-led organization for the promotion of
peaceful resolutions of conflicts: www.youcan.ca

Teen Central is a teen help website run for teens by teens which includes
password access to safe cyber-space and a forum for asking questions
and posting experiences that may help other.The site is professionally
monitored by teen counselors and psychologists: www.teencentral.net

A teen talk website in coordination with the Kids Help phone 1-800-668-
6868: www.talk-helps.com

DVDs for the Classroom

The following new DVDs will soon be available from the VSB Media and
Library Services Collection.Also see the online catalogue for additional
titles.

Staying Safe on the Internet
Grades 3 -5

This program is designed to teach students rules for staying safe wherever
they go online. Introduced by a funny, computer-savvy host named

“Chip”, the three scenarios alert viewers to online dangers, and teach the
appropriate safety rule to follow: Don’t open messages from anyone you
don’t know personally. Don’t give out personal information to anyone.
Never agree to meet with strangers you meet online. In summing up,
“Chip” explains that if something online makes you at all uncomfortable,
be sure to ask for help from a grown-up you trust. Includes both DVD
and VHS with Guide and 12 reproducible student worksheets. |5 minutes,
2008, Sunburst.
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The Internet and You: Staying Safe
Grades 5 -9

The Internet is an everyday part of life for most teens, yet many fail to realize why it is essential
for them to use caution online.With humour that will appeal to young teens, the program talks
about Instant Messaging, blogs, email, chat rooms and social networks.Without using scare
tactics, it makes teens aware of potential online dangers: predators, “phishing”, identity theft
and cyberbullying. The program is designed to make surfing the net a positive, safe experience.
Includes both DVD and VHS with Guide. |5 minutes, 2007 Sunburst.

Protect Yourself: Personal Safety on the Internet
Grades 7 - 12

This documentary-style program features real teens talking about their Internet experiences,
ranging from frequent messages from people they don’t know to invitations to gamble.Teens
learn to be assertive and smart when it comes to their interactions on the Internet, and
discover how to protect themselves and draw the line with anyone who is inappropriate.
Includes both DVD and VHS with Guide. |7 minutes, 2007 Sunburst.
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Resources for Administrators, Counsellors, Teachers, &
Parents:

Books and Articles

Borys, Robert. Internet Awareness for Parents: A Practical Guide for Safeguarding Your Family.
A Concerned Cyber Age parents’ publication, 2005
ISBN: 0-9738767-1-9

Johnson, Doug. Learning Right from Wrong in the Digital Age:An ethics guide for parents, teachers,
librarians, and others who care about computer-using young people.

Linsworth Publishing, Inc., 2003

ISBN: 1-58683-131-3

This book provides a wealth of information, case studies, discussion questions, and other
interactive activities on computer/Internet ethics, and appropriate computer use.

Nickel, Rob. Staying Safe in a Wired World:A Parent’s Guide to Internet Safety. Nickel Publishing,
2006.

ISBN 0-9780082-0-0

This book was written by a parent. It covers most of the applications used on the Internet by
our children and gives instruction on how to help keep our children safe while in cyberspace.

Willard, Nancy E. Cyberbullying and Cyberthreats: responding to the challenge of online social
aggression, threats and distress.

Research Press, 2007

ISBN: 13:978-0-87822-537-8

This book adresses real-life online risks students face as they embrace the Internet and other
digital technologies. It provides the framework schools need to implement comprehensive
action in response to cyberbullying and cyberthreats.

For a more comprehensive look at issues surrounding the Internet, read The Internet Playground:
Children’s access, entertainment, and mis-education, by Ellen Seiter (2005).

Psychotherapy NETWORKER July/August 2006 edition:

* The Divided...inside the world of 21 C teens by Ron Taffel

*  Cyberspace by Mary Sykes Wylie

* Lost in Electronics... Today’s media culture is leaving boys at a loss for words by Adam Cox
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Websites

www.cyberbullying.ca is an excellent and comprehensive Canadian site devoted entirely to
Cyberbullying, Also see: www.bullying.org

www.cyberbully.org offers a concise description of Cyberbullying and provides additional
resources and references.

http://www.cyberbullying.us/ provides information on Cyberbullying and offers personal
anecdotes to supplement statistics. Also includes resources for parents and teachers.

www.cyberbully.org/docs/cbparents.pdf
“Parent’s Guide to Cyberbullying: Addressing Harm caused by Online Social Cruelty”

http://www.cyberbullying.ca/pdf/Cyberbullying_Information.pdf

For an online safety guide, tools for families, safe websites for kids and information for reporting
Internet trouble go to: www.kids.getnetwise.org

For an American guide to safe Internet encounters, visit: www.isafe.org

One American father who lost his son to suicide after intense cyberbullying has set up a

site to help educate youth and parents about its dangers before it is too late: http://www.
ryanpatrickhalligan.com/index.html

http://www.livewwwires.com/Live Wires Design teaches children how to surf the Internet safely.
It includes a CD-ROM game for children, a parent/teacher guide, a video and a poster.This web
site has information on internet safety issues for parents, teachers and librarians.

http://www.wiredsafety.org/ serves to educate the community about the dangers of the Internet.
WiredSafety.org also provides information and resources to help educate and guide law
enforcement officers on Internet safety issues, crime prevention and reporting of cyber crimes.

http://www.media-awareness.ca/english/index.cfm strives to equip adults with information and
tools to help youth understand how the media work, how the media may affect their lifestyle
choices and the extent to which they, as consumers and citizens, are being well informed. MNet
also provides reference materials for use by adults and youth alike in examining media issues
from a variety of perspectives.
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Contacts

For talks/workshops on Cyberbullying and Responsible Internet use,

contact:

Danielle M. Law
Director, Initiate Consulting
Email: initiate@shaw.ca

For information on workshops and computer games that deal with

Internet Safety, contact:

DrewAnn Wake
LiveWires Designs
Email: wake@livewwwires.com

For help in handling Cyberbullying situations at your school contact:

Your Police School Liaison Officer

If you are part of the Vancouver School District #39, you can also

contact:

Jan Sippel

Coordinator,Abuse Prevention
Vancouver School District #39
| 580 West Broadway
Vancouver, BC,V6] 5K8

Tel: 604-713-5204

Email: jsippel@vsb.bc.ca

Lisa Pedrini

Manager, Social Responsibility & Diversity
Vancouver School District #39

I 580 West Broadway

Vancouver, BC,V6) 5K8

Tel: 604-713-5216

Email: Ipedrini@vsb.bc.ca
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